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ABSTRACT

International partnerships are now essential for securing digital infrastructure
and data in STEM research, yet they also increase the complexity of cybersecurity
risk management. This study systematically reviews recent literature and policy
initiatives to evaluate how global alliances address cybersecurity challenges in
collaborative STEM environments. Our analysis of 43 core studies reveals that
effective partnerships drive the development of joint security frameworks, facilitate
the sharing of threat intelligence, and support the harmonization of data
governance across jurisdictions. The results show that while disparities in
technical capacity and regulatory alignment persist, international initiatives such
as the G7 Research Security Working Group and UK-US—Canada research
alliances play pivotal roles in strengthening resilience against sophisticated cyber
threats. We conclude that sustained investment in capacity building, policy
harmonization, and trust-building is vital to protecting scientific innovation.
Recommendations are provided for enhancing institutional and national strategies
through inclusive, adaptive global cooperation.
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INTRODUCTION

International collaboration now plays a key role in scientific progress in STEM
fields, enabling unprecedented sharing of data, computational resources, and
intellectual capital across borders (Miller & Mansilla, 2021; OECD, 2022). Large-
scale projects in areas such as particle physics, genomics, and climate modeling
often rely on distributed digital infrastructures, which encompass high-
performance computing clusters, global research networks, and cloud-based data
repositories that connect institutions and researchers worldwide (Anderson et al.,
2020; OECD, 2022). While these interconnected systems promote innovation and
discovery, they also bring new and evolving cybersecurity risks to research
communities.

The expansion of global science has been paralleled by a sharp rise in
cyberattacks targeting academic institutions, research data, and collaborative
infrastructure (U.S. Department of Justice, 2020; Strouse et al., 2023). Highly
valued scientific datasets and intellectual property have become attractive targets
for both criminal syndicates and state-sponsored actors. A striking example is the
coordinated cyber intrusion campaign revealed by the U.S. Department of Justice
(2020), in which foreign hackers sought to steal COVID-19 vaccine research and
other proprietary information from universities and companies in multiple
countries. Such incidents highlight the potential for cyber espionage to
compromise public health, erode trust among partners, and disrupt the global
exchange of scientific knowledge (U.S. Department of Justice, 2020; Strouse et
al., 2023).

The distributed nature of modern STEM research means that no single
institution or country can safeguard its digital assets alone. Weaknesses in one
partner’s systems can threaten an entire project, and the “weakest link” issue
becomes worse in large collaborations that span different legal and technical
environments (Anderson et al., 2020; OECD, 2022). Additionally, regulatory
complexities, including data privacy laws such as the European Union’s GDPR
and various intellectual property rules, make managing and protecting research
data across different countries even more challenging (Berendt, 2019; Nastasa et
al., 2025).

Recognizing these challenges, policymakers and research organizations
are increasingly turning to collective action. There is a growing consensus that
effective cybersecurity in science requires coordinated, international strategies
rather than isolated efforts (National Science Foundation, 2023; OECD, 2022). In
recent years, we have seen the emergence of global initiatives and multilateral
frameworks such as the G7 working group on research security, the OECD’s
guidelines for research integrity, and dedicated national bodies such as the UK’s
Research Collaboration Advice Team (UK Department for Science, Innovation &
Technology, 2023), all of which are aimed at strengthening the resilience and
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integrity of digital research infrastructure. These efforts emphasize joint threat
intelligence sharing, the harmonization of cybersecurity standards, and capacity-
building programs that address disparities between institutions (Strouse et al.,
2023; OECD, 2022).

This article examines the role of international partnerships in securing
digital infrastructure and data within the global STEM research ecosystem. We
begin by reviewing the current literature and key policy initiatives, mapping the
landscape of cybersecurity threats and collaborative responses in the scientific
community. Our methodology then combines recent case studies and policy
documents to evaluate the strategies and results of global cybersecurity
partnerships. We share findings on mechanisms such as shared security protocols,
incident response networks, and training efforts by which international
collaboration reduces risk and strengthens resilience. The discussion interprets
these findings through the lens of balancing scientific openness and security. It
concludes with recommendations for maintaining secure, inclusive, and innovative
global research collaborations in an increasingly digital world.

Research Question
How do international collaborations affect the development and execution of
cybersecurity strategies to protect digital infrastructures in STEM research?

LITERATURE REVIEW

Evolving Landscape of Cybersecurity in Global STEM Research

The rapid globalization of STEM research has fundamentally altered the
cybersecurity landscape, increasing both the attack surface and the need for
coordinated defenses (Anderson et al., 2020; OECD, 2022). As research
collaboration becomes increasingly transnational, so do threats, which range from
targeted espionage and data breaches to sophisticated ransomware campaigns
(U.S. Department of Justice, 2020; Lose & Kalitanyi, 2025). Recent studies and
high-level policy analyses consistently emphasize that international partnerships
are both a vector for new vulnerabilities and a crucial resource for the co-
development of robust cybersecurity strategies (Strouse et al., 2023; National
Science Foundation, 2023; OECD, 2022).

Technical and Organizational Challenges

Robust cybersecurity engineering is foundational for securing digital
research infrastructures, but technical controls alone are insufficient in the context
of global science (Anderson et al., 2020; Almohaimeed et al., 2025). Disparities in
institutional capabilities, uneven digital maturity, and the integration of legacy
research equipment present persistent weaknesses (OECD, 2022; NIST, 2023). For
example, distributed collaborations in high-performance computing, health data,
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and Al research have been repeatedly targeted by state-backed attackers exploiting
the weakest partner’s defenses (U.S. Department of Justice, 2020; Strouse et al.,
2023). Recent technical advances, such as federated learning frameworks for
cyberattack detection (Alohali et al., 2025), deep learning-based intrusion
detection (PDF, 2025), and dynamic risk assessment models (Cheimonidis &
Rantos, 2025), demonstrate the promise of collaborative R&D in raising the global
bar for security, but organizational and governance innovations must complement.

Data Governance and Policy Harmonization

One of the most formidable obstacles to international STEM partnerships
is managing cross-border data flows amid conflicting legal regimes (Berendt,
2019; OECD, 2022). The European Union’s General Data Protection Regulation
(GDPR) and analogous national policies have raised the stakes for compliant data
handling in collaborative research (Nastasa et al., 2025). As highlighted by
Abdullah et al. (2025), the rise of Al in healthcare and other data-intensive domains
has prompted calls for globally harmonized cybersecurity regulations, echoing the
need for explicit data governance agreements in every international partnership.
These policies are increasingly being built into grant requirements and
collaborative MOUs, with major science agencies such as the U.S. National
Science Foundation mandating research security programs and incident reporting
(National Science Foundation, 2023; NIST, 2023).

The OECD’s comprehensive 2022 report details the emergence of global
policy frameworks and urges the development of risk assessment tools,
transparency measures, and harmonized conflicts of interest disclosures (OECD,
2022). These recommendations are echoed in the creation of specialized advisory
teams, such as the UK’s Research Collaboration Advice Team (UK Department
for Science, Innovation & Technology, 2023), which guides institutions in
navigating security risks without sacrificing the collaborative spirit of science.

International Initiatives and Multilateral Cooperation

In recent years, we have seen the formation of strategic multilateral
initiatives, such as the G7 working group on research security and the UK-US—
Canada alliance on cybersecurity research, which serve as blueprints for effective
international partnerships (National Science Foundation, 2023; Traviss, 2023).
These alliances not only share threat intelligence but also codevelop technical
standards and policy templates for the global research community (Strouse et al.,
2023; OECD, 2022).

Research on smart grid cybersecurity (Achaal et al., 2024), the
development of maturity frameworks aligned with the NIST Cybersecurity
Framework (Bernardo et al., 2025), and advanced intrusion detection systems
(Almohaimeed et al., 2025; PDF, 2025) illustrate how technical collaboration can
yield scalable solutions. Moreover, policy-focused work (Abassi, 2025; OECD,
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2022) stresses the importance of trusted frameworks and the establishment of
global information-sharing networks, similar to models used in finance and critical
infrastructure.

Building Capacity and Inclusion

Despite these advances, concerns remain regarding inclusivity and capacity
disparities in global partnerships (Miller & Mansilla, 2021; OECD, 2022). Large
consortia and elite institutions are often the first to benefit from new frameworks,
while smaller or less-resourced partners may fall behind, creating systemic
vulnerabilities. Recent studies advocate capacity-building programs, such as
training exchanges, twinning partnerships, and targeted funding, to ensure that all
collaborators possess baseline cyber defenses (OECD, 2022; Miller & Mansilla,
2021).

Digital health policy research (Abdullah et al., 2025) and work on
cybersecurity in digital accounting systems (Morshed & Khrais, 2025) highlight
the importance of extending best practices and regulatory compliance to less
developed partners. The OECD (2022) and NSF (2023) also recommend that
funding agencies prioritize investing in secure infrastructure and skills
development for under-resourced settings to prevent attackers from exploiting the
“weakest link.” Effective international cybersecurity partnerships are underpinned
by mutual trust, which must be both cultivated and institutionalized. Strouse et al.
(2023) and Miller & Mansilla (2021) argue that trust is both a prerequisite for
information sharing and a product of ongoing cooperation. This cycle is threatened
by geopolitical tensions, in which fears of espionage and foreign interference can
lead to overly restrictive policies that undermine scientific openness (Strouse et al.,
2023; National Science Foundation, 2023).

Successful models from CERN’s multinational security team, as well as
the governance structures at the International Space Station, demonstrate that clear
delineation of roles, prompt incident reporting, and transparency can foster
resilient and collaborative networks (Anderson et al., 2020; OECD, 2022). The
creation of joint risk management boards and institutional research security
officers, as recommended by NIST (2023), is becoming a norm among leading
research organizations.

Emerging Threats and Future Directions

As STEM research has expanded into domains such as artificial
intelligence, quantum computing, and edge computing, the threat landscape has
evolved in both scale and complexity (Alohali et al., 2025; Al-driven cybersecurity
framework, 2025; Tymoteusz et al., 2025). Partnerships are now not only
defending against threats but also codeveloping forward-looking security solutions
and new standards for nascent fields (Traviss, 2023; Strouse et al., 2023).
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Policy recommendations increasingly urge integrating cybersecurity at every stage
of collaborative science, from proposal writing and data management planning to
incident response and project closeout (National Science Foundation, 2023; NIST,
2023). The movement toward anticipatory governance (Guston, 2014) and the
embedding of security to scientific integrity (Berendt, 2019) signal a broader shift:
cybersecurity is no longer an afterthought or a siloed IT function but an essential
part of responsible, internationally engaged science.

METHOD

This study conducts a systematic review of scholarly articles and policy
documents published between January 2022 and June 2025, aiming to investigate
the role of international partnerships in enhancing cybersecurity in STEM research
environments. To gather relevant sources, we searched major academic databases,
including Scopus, Web of Science, and Google Scholar, using keyword
combinations such as “cybersecurity,” “international collaboration,” “STEM
research,” “digital infrastructure security,” and “global partnership.” Our inclusion
criteria required that studies be peer-reviewed articles, conference papers, or policy
reports specifically addressing cross-border cybersecurity issues in STEM or
critical research infrastructure. We also considered major international policy
frameworks and strategic plans from organizations such as the G7, EU, CISA, and
NIST. After screening more than 300 abstracts, we selected a final set of 35
documents that provided substantive discussion of cybersecurity strategies, threats,
frameworks, or case analyses involving international scientific cooperation. Each
document was then coded for key themes, including information sharing, joint
incident response, capacity building, protocol standardization, and legal or
regulatory harmonization, as well as the type of partnership (such as bilateral,
multilateral, or consortium) and the specific STEM context (for example,
supercomputing, data sharing platforms, or educational initiatives). Through
thematic analysis, we synthesized these findings to map out how global
collaboration supports cybersecurity across different domains, highlighting both
effective practices and remaining gaps in current approaches.

Articles Search process

To identify relevant literature for this review, we conducted a structured
search across three major academic databases: Scopus, Web of Science, and
Google Scholar. The search was limited to publications dated from January 2022
to June 2025, ensuring that our analysis reflects the most recent developments in
the field. We used a combination of keywords and phrases, including
“cybersecurity,” “international collaboration,” “STEM research,” “digital
infrastructure security,” and “global partnership,” both as standalone terms and in
various combinations.
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We applied these search terms to article titles, abstracts, and keywords to capture
a broad spectrum of research addressing international cooperation in securing the
digital infrastructure of STEM. In addition to academic articles and conference
proceedings, we specifically sought influential policy documents, strategic plans,
and official reports from leading organizations, including the G7, EU, CISA, and
NIST. The initial search yielded over 300 records. After removing duplicates and
screening abstracts for relevance, we reviewed the full texts of eligible
documents. We then finalized a set of 35 sources that directly address cross-
border cybersecurity in STEM research environments. This approach ensured
that the review included both scholarly perspectives and practical policy
developments that shape global research in cybersecurity today.

RESULTS

To analyze the data for this study, we first review the titles, abstracts,
keywords, and subjects of each publication to identify recurring themes related to
international partnerships and cybersecurity strategies in STEM research. We then
examined author affiliations to map the extent of cross-border collaboration
present in the literature. By combining thematic content analysis with affiliation
mapping, we highlighted how international partnerships are represented and what
influence they appear to have on the development and implementation of
cybersecurity strategies for securing digital infrastructures in STEM. This
approach allows for a focused synthesis of trends, best practices, and gaps in
current research.

A total of 131 records were reviewed. After systematic screening for
relevance to both international partnerships and collaborations, as well as
cybersecurity and digital infrastructure in STEM, 43 studies were identified as the
core analysis set. These articles were published between 2024 (n = 8) and 2025 (n
= 35), reflecting the recent and growing scholarly interest in this topic.

Chart of included articles per year (2024 vs. 2025).

B Period 1 [ Period 2

2024 |7
2025 | 31

Total| 38 |

Year | Journal Articles | Reviews | Conference
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Figure 1. Most included publications were found in the later screening window.
Bars show the number of core sources retained after deduplication and eligibility
screening for 2024 and 2025, split by screening window (Period 1: light; Period 2:
dark). The left labels indicate the mix of journals, reviews, and conference papers
captured each year. The higher 2024 total in Period 2 and the smaller, more even
2025 counts likely reflect the timing of searches and ongoing indexing at the time
of extraction. No statistical tests were performed.

Thematic Analysis: Functions of International Partnerships

The 43 included articles were coded by their descriptions of how international
partnerships affect cybersecurity strategies in STEM. The most frequently
identified partnership functions were as follows:

Joint Framework and Protocol Development: 24 articles (56%)

Policy Harmonization and Compliance: 15 articles (35%)

Capacity Building and Education: 13 articles (30%)

Coordinated incident response/intelligence sharing: 9 articles (21%)

Table 1. Functions of International Partnerships in Core Articles

Function Number of Articles (%)
Framework/Protocol Development 24 (56%)
Policy Harmonization/Compliance 15 (35%)
Capacity Building/Education 13 (30%)
Incident Response/Intelligence Sharing 9 (21%)

Distribution of Partnership Functions

@ Framework/Protocol Dt Policy F /Compliance
@ Capacity Building/Education @ Incident Response/Intelligence Sharing

15 (24.6%)

Figure 2. Distribution of Partnership Functions in International STEM
Cybersecurity Collaborations.

This figure visualizes the data presented in Table 1, illustrating the relative frequency of
partnership functions reported across the 43 reviewed studies. Framework/Protocol Development
accounted for the largest share (24 articles, 39.3%), followed by Policy
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Harmonization/Compliance (15 articles, 24.6%), Capacity Building/Education (13 articles,
21.3%), and Incident Response/Intelligence Sharing (9 articles, 14.8%).

Keywords and Topic Trends

Keyword analysis across the core articles highlights the prominence of
technological and regulatory themes, with the frequent appearance of terms such
as "cybersecurity” (8), "machine learning" (4), "GDPR" (3), "deep learning" (2),
"digital transformation" (2), and "artificial intelligence" (2). However, 15 of 43
records did not provide keywords, suggesting inconsistent indexing in the field.

Top 10 Keywords Among Core Articles

cybersecurity
machine learning
GDPR

deep learning

digital transformation
artificial intelligence
data governance
policy harmonization
capacity building

incident response

Figure 3. Top 10 Keywords among Core Articles in the Review.

This figure displays the most frequently reported keywords across the 43 included
studies. “Cybersecurity” and “machine learning” were the most common terms,
appearing 8 and 4 times, respectively. Other recurring keywords included “GDPR”
(3), “deep learning” (2), “digital transformation” (2), and “artificial intelligence”
(2). Terms such as “data governance,” “policy harmonization,” ‘“capacity
building,” and “incident response” each appeared at least once.

2 (13

The results suggest that international partnerships significantly influence
both the development and the practical implementation of cybersecurity strategies
for STEM digital infrastructures. Through shared frameworks, joint training, and
harmonized policies, these partnerships enable standardized approaches to threat
detection, risk management, and regulatory compliance. While most studies are
descriptive and focus on policies or recommendations, there is clear evidence that
collaborative structures drive the integration of best practices and the rapid
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adaptation to emerging security threats in research environments. However, gaps
remain: quantitative evaluations of partnership effectiveness are scarce, and
inconsistent keywording hinders the discovery of relevant literature. Additionally,
the focus is clustered in digital finance, health, and general STEM, with fewer
studies in engineering, environmental science, or smaller research networks.

DISCUSSION AND CONCLUSIONS

Our systematic review reveals that international collaboration is a defining feature
and, at times, a paradoxical challenge of cybersecurity in STEM research. The
analysis of 43 recent, highly relevant articles highlights that while global
partnerships are crucial for advancing security frameworks and knowledge
sharing, they also introduce new risks related to data exposure, regulatory
mismatches, and uneven capabilities. The challenge, therefore, is to cultivate
collaborations that are as secure as they are open.

A central insight is the delicate balance between enabling the free flow of
scientific knowledge and enforcing robust security controls. As illustrated by
initiatives such as the G7 working group and the NIST framework, the research
community recognizes that security and openness are not mutually exclusive but
must be intentionally harmonized (Strouse et al., 2023; National Science
Foundation, 2023). Effective partnerships are increasingly underpinned by a “risk
management culture,” where controls are scaled to the sensitivity and context of
collaboration rather than applied as blanket restrictions. This approach respects
academic values while ensuring that digital infrastructures remain resilient.

Trust emerges as both a prerequisite and a product of successful global

cybersecurity alliances. The willingness to share intelligence, disclose incidents,
and respond jointly to threats depends on mutual confidence, which is itself
strengthened through ongoing, transparent cooperation. However, geopolitical
tensions can manifest as concerns over espionage or foreign interference, which in
turn can threaten this trust. Policies such as the U.S. National Security Presidential
Memorandum-33 highlight the need to guard research without undermining the
openness that drives innovation. Overly restrictive policies can inadvertently
isolate researchers and weaken, rather than fortify, the scientific enterprise.
The inclusivity and sustainability of global partnerships also require attention.
Most high-profile alliances involve advanced economies, yet cyber attackers are
likely to exploit the weakest links, which are often found in less-resourced
institutions. Our analysis confirms the importance of capacity-building programs
and funding models that increase baseline security for all partners, as echoed in the
recommendations of the OECD and UNESCO. Only by fostering a broad,
equitable network can global science achieve collective resilience.

The evolving threat of landscape demands agility from partnerships.
Emerging domains, such as Al, quantum computing, and large-scale data analytics,
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present new targets and require joint investment in both research and development
(R&D) and security. Forward-looking collaborations, such as the UK-US—Canada
initiative, illustrate the shift toward proactively securing the frontiers of STEM.
Finally, these findings have significant implications for STEM education and
institutional strategy. Integrating cybersecurity into curricula, faculty training, and
infrastructure planning is crucial. Universities and funding agencies must treat
digital security as a core element of research excellence and partnership readiness,
not merely as an IT issue but also as a pillar of scientific integrity and trust.
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